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Some important information on how to set the parental controls on an Alexa.
There are easy to follow videos available for specific devices including google
nests etc available on youtube.

At National Online Safety we believe in empowering parents, carers and trusted adults with the information they need to hold an informed conversation about online safety

th their children, should they
feel it is needed. This guide focuses on one platform of many which we believe trusted adults should be aware of. Please vi

www.nationalonlinesafety.com for further guides, hints and tips for adults.

Whatjpanentsiicarersineeditolknowlaloout™
Alexa is an artificial intelligence (Al) software assistant created by Amazon in 2014 through which smartphone, tublet and smart device users can
issue voice commands and ask questions in a range of languages by issuing the ‘wake’ or activation word Alexa. It can be accessed in several ways

and is integrated into a growing number of ‘smart’ products including speakers, phones and clocks. Once viewed as expensive gimmicks, Alexa is
now one of the most used voice assistants in the world.

Insecure devices

Bytheir nuture, Al voice assista

“A ,exa SW ltch anotherworry, \Am":; can have software.
on the lights

please..”

thisis stored and the uses towhichiitis
puthas aroused growing concern. Experts =
also worry about who has access to voice
which in 2019 th

ways.In 2020, forinstance, researchers discovered
V/ that the services to which Echo products connect

1 F

Iy
of Amazon and its commercial partners.

In2017,
Thereis also the more general unxlety y an i
that internet voice assistants might h f fixing
record private conversations and not only security y i itis
commands or questions. Sure. Switching never possible tofind every problem. )

on lights..

J

Changi h Relationships

Ina 20]9 report published by the Centre for Data
ised on
the disruptive effect that voice asslsﬁums and
smart suchas Alexa,
the way that children interact with lechnology
From building sentiment and forming
relationships which could encourage them to
overshare personal detdils, to a fear of
consuming content driven by commercial

d an inability i
how Alexa operates could conslderclbly ehnnge
children’s relationship with technology in both
the short and long term.

P

Using Alexa as a speaker to play your
favourite songs is one of the most
popular uses for the device. However,
without any parental controls in place,
Alexa won 'tfilter the Iyﬂcs soit's Posslble
that they
shouldn 't Slmlluﬂy, Alexu isn'talways
able to identify who or what age the
person is who is issuing a voice
command soif children ask a question
which might not be age-appropriate,
the chances are they're likely to get an
uge-inuppropriate answer.

@ Ncmonol
/ Sdf ety

H#WakeUpWednesday
Check privacy settings

Control voice input Set pin code

Amazon account users can order items
from the company using a voice
‘command, for example “Alexa, buy some
toilet paper.” To counter accidental use or
misuse and avoid racking up big bills, this
can either be disabled or protected with a
PIN code (it should be noted that this is an
audible PIN however, so is not as secure
as atyped code).

It's possible to delete Alexa's recordings either entirely,
or for agiven period, with the instruction"Alexa, delete
everything | said.” Alternatively, setup the Alexa
dccount privacy settings for that account to delete
recordings every three or 18 months. Existing
recordings made using the Alexa app can be deleted
via Semngs > Alexa Privacy > Review Voice History. A
final tweak is to turn off the setting that allows Amazon
to‘usevoice recordings toImprove Amazon services.”

If privdcy is paramount, one‘ideais to locate
Echo devices in only one room rather than
having several throughout the home. In
addition, Alexa.can be activated only when itis
needed by manually turning off the
microphone on Echo devices between use.
Users can tell when Alexa is in listening mode
as an indicator light should appear or an
audible tone should sound.

Look out for ‘Skills’ apps Talk about technology
e

Abig appeal of Alexa is that thousands of companies have created apps, which
‘Amazon calls ‘skills’, that add useful capabilities, often integrations with other
products or services. These are installed by asking Alexa to ‘open/play/start’ the skill.
Forexample, a travel skill might be installed to check and automate checking train
times and hotel bookings. However, it's important to remember that each of these
might have a different privacy policy. A cautious approach s to install asfew as.
possible, de-installing ones no longer in use.

Meet our expert

JohnE.Dunn has edited and written fornumerous
computer and technology magazines since the
early 1990s, mostrecently Which Computing, Th
Register, Forbes.com, Techworld, Computerworld
and Naked Security. Heisa'specialistinonline
cybersecurity and cybercrime and their growing
effect on education, young people and the public.

AAs more and more homes install voice assistants and smart speakers such as
Alexa, it's a good idea to talk to children about safe use of technology. Talk to
them about what Alexa can be used for, how useful it canbe and how to use it
properly. Use it together to begin with and discuss any concerns they might
have. Always make sure that children know to never share any personal or
sensitive information and that if they need to talk about anything, they should
always speak to a trusted adult.

www.nationalonlinesafety.com Twitter - @natonlinesafety Facebook - /[NationalOnlineSafety Instagram - @nationalonlinesafety

Users of this guide do so at their own discretion. No lial

y is entered into. Current as of the date of release: 30.09.2020
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commonly being insulted or sworn at, or having hurtful messages sent about them. To someone who's being bullied, the
world can seem like a bleak, negative place - but just one kind word can be a ray of hope: a turning point that brightens their
day and refreshes their perspective. That's why ‘One Kind Word’ is the theme of Anti-Bullying Week 2021. We're supporting
this year’s event by bringing you ten top tips for beating online y

ve
S

| Sometimes a friend or relative might post
online about something they’re proud to
have achieved: maybe an exam they've
passed, a new skill they've learned or a
task they’'ve completed. Celebrate their
hard work and determination by being

8 kind enough to praise them for it publicly.

Y It's not always easy to tell what kind of

# mood someone is in just from what they
post online. Simply dropping somebody a
message to say ‘hi’, to ask if they‘re OK

@ or to tell them that you're thinking of
‘ them could totally make their day.

| RECOMMEND FUN THINGS  (©)

If there's something you enjoy doing online
- perhaps you play a particular game, or
you've found a really cool site - share it
with someone you think will enjoy it. Even
recommending a film or TV show you think
they'll like can bring a little happiness to

someone who really needs it. .= o'

" OFFER TO HELP

Sometimes you might see a friend or
family member posting a question
online or asking for help with
something they can’t do
themselves. Don't just ignore it ~ [
if you can help, get in touch.
Something that's difficult for them
might be no trouble for you!

. POST POSITIVELY

Lots of people seem to go online purely to
complain about things or be negative. Just
because you're communicating online
(and not face to face) doesn’t mean you
can‘t be positive, though! Post about
things that make you happy and that
you're thankful for. it could brighten
someone eise’s day.

|

@ www.nationalonlinesafety.com
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SHOW YOUR APPRECIATION o*?

If somebody that you know has done
ing positive or shown kindness .

themselves, go online and thank them #=

with a message or a post. Expressing f 'f

your gratitude costs nothing and

showing someone that you appreciate

them will really make them feel good.

«

@ BE UNDERSTANDING

Showing empathy towards others is an

act of online kindness which often gets

you know is upset, drop them a message.

Sometimes people just need someone 5

their situation. ,,
/|

When you see something online that

inspires you or makes you feel happy,

quotation, a beautiful photo or an uplifting

video can lift someone’s spirits and help

overlooked. If you notice that someone
else to listen to them and understand
SHARE INSPIRATIONAL POSTS
share it with people you know. A spot-on
them to feel better about life.

(©) THINK BEFORE COMMENTING

Thinking before we act can be just as
important as acting in the first place.
Taking a second to consider what you‘re
saying in advance could stop you from
posting something negative, hurtful or
offensive - even if you don't mean to. ?
It's better to post positively or not

post at all.

LIKE, LOVE AND ENGAGE

If somebody posts something that you like
on social media, don't just scroll past —

| take the time to like it, love it or leave an

appreciative comment! Reacting

| positively to other people’s posts 9,

,@nctonlinesufety n/NmionGIOnlineSaiety
Users of this guide do 5o at their own discretion. No llability is entered Into. Current as of the date of relea:

might seem like a small gesture
but could mean a lot to them.

@nationalonlinesafety
2021

E-Safety Star points to remember each time you
access the internet on any device P 23

Be SMART to be an e-safe STAR

Secur‘i‘ry: Do not give out your personal
(N?

details or passwords

Tell someone: If you do not like what

you see, hear or read

Ask for help: Everyone makes mistakes

Remember to be safe!

Don't forget our School website has information and links to websites,
previous newsletters and lots more!

www.curnow.cornwall.sch.uk and click on the 'parents’ section




